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EVOLUTION OF WIRELESS SENSOR NETWORK SECURITY
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ABSTRACT—The wireless sensor network’s nodes are mostly distributed in the wild,
and frequently in a state of unattended, therefore, the network vulnerable to various
security threats. Under the condition of serious limitations in resources, the traditional
network security system which needs to spend a lot of resources is no longer applicable.
So, how to ensure the security of wireless sensor network under limited resources has
become a key problem. This paper starts from the security features and targets of wireless
sensor network, Summarizes the various threats for the wireless sensor network, and the
main key management and security routing technologies, then make outlook for the
future development.
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1. FOREWORD
In recent years, the Internet of Things technology has got rapid development, and as a
foundation for the Internet of Things technology, the wireless sensor network (WSN) has got a
very wide range of applications, because of the powerful, flexible and low cost in data collection
and short distance wireless communication. Wireless sensor network (WSN) usually consists of a
large number of sensor nodes which were deployed in the target area, according to different types
of sensor, the node can collect various data, and transfer data to the base station after a simple
processing, thus realize various functions. Sensor nodes are usually small, low cost and energy
limited, only has little storage space, simple processing and wireless communication ability
.According to the requirements of data acquisition, nodes can be distributed in the wild or very
hostile environment, where the human difficult to reach, then self-organize to structure network,
and complete the task. This is the cause of the wireless sensor network is widely used, and also the
cause of the wireless sensor networks are more likely to be suffered from more kinds of attacks.
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2. WIRELESS SENSOR NETWORK (WSN) CONSTRAINTS
The organize and operation mode of Wireless sensor network (WSN) are different from
traditional wired network, due to the smaller volume and limited energy of the sensor nodes, the
processing power and storage capacity and communication bandwidth of wireless sensor network
are very limited. Therefore, when discussing suitable security mechanism for wireless sensor
network, we must consider all aspects of the restrictions in the first place, so as to find out security
mechanism which is suitable for wireless sensor network characteristics. The constraints of
wireless sensor network mainly embodied in the following aspects:

2.1 Limited Energy

Limited energy is one of the major characteristics of wireless sensor network (WSN), under
the condition of the limited energy, network nodes need to complete data acquisition, data
transmission and simple data processing, and other functions, in all operations, and data
transmission is the one who cost most energy. In literature [1], the study found that each bit
transmitted in WSN consumes about as much power as executing 800 to 1000instructions. So, in
order to prolong the life cycle of sensor nodes, must try to reduce unnecessary data transmission,
the security mechanism must be designed to find a balance between cost energy and ensure safety.
Not for the sake of higher security, irrespective of the excessive consumption of energy, we should
to get good security algorithm on the premise of lower energy.

2.2 Limited Capacity

Sensor nodes are small and the storage capacity is limited, after ensuring the basic functions
such as collect data and maintain network, the rest of the storage will be very few, usually only a
few kilobytes to a few KB, at present all mature security algorithm cannot be stored and run in
such a small storage space.

2.3 Unreliable Communication

In wireless sensor networks, data communication adopts connectionless method, which is
usually has less redundant data and better real-time performance, but connectionless method will
lead to unreliable of data communication. Unreliable wireless communication mode is easy to
produce bad or tampered packets. In addition, even if the communication channel is reliable,
because of the characteristic of the wireless signal transmission, still prone to conflicts occur or be
attacked.

2.4 Higher Communication Latency

Because of the signal transmission distance of wireless sensor nodes is very short, data
usually takes multi-hop to reach destination, when data is passing the intermediate node, it also
need to finish necessary data fusion and processing, thus lead to the high transmission delay, and
higher communication latency make synchronization of data transmission difficultly, this also led
to a part of the security mechanism is not easy to implement

2.5 Unattended Node

The nodes of wireless sensor network are usually in wild field where human difficult to reach,
so they are often in a state of neglect, this makes physical attack to node is very easily, It is also
one aspect which must be considered when designed security mechanism.
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3. SECURITY OBJECTIVES OF WIRELESS SENSOR NETWORK
Based on the above characteristics, in the design of wireless sensor network security
mechanism, the researcher need to achieve the following main objectives:
Data confidentiality, integrity, availability and instantaneity: These targets are the basic goals
of all network security. Wireless sensor network (WSN) is also need to keep the data from
eavesdropping, forging, tampering or replay, and can be successfully transmitted from the sender
to the receiver.
Self-organization: Nodes usually in a state of unattended, so when the node is destroyed, or
network structure has changes, the nodes need to self-organization and self-repair, which requires
the dynamic characteristics of security mechanism, especially for dynamic allocation of key and
dynamic maintenance of trust relationship.
Time synchronization: Many applications of wireless sensors require time synchronization,
and the corresponding security mechanism should also be time synchronization. In the literature
[4], the author describes a safe synchronization mechanism.

4. CLASSIFICATION OF WIRELESS SENSOR NETWORK THREAT
The problem of network security mainly because of the attacks, without attack, there would
be no security issues. In wireless sensor network (WSN), due to the limitation of environment and
resources, the types and quantity of attacks are more than other types of networks.

4.1 Attack Source

The attacks of wireless sensor network can be divided into two sources: external attack and
internal attack.
External attacks come from outside of network, can be divided into passive attacks and active
attacks. Passive attacks mainly appear as information eavesdropping, in the wireless sensor
network (WSN), a large amount of data can be gained through the remote access, so aggressor can
complete information monitoring at very low risk. Aggressor can get some sensitive information
by collecting some seemingly harmless information to aggregate and analysis the characteristics of
the data flow. This is difficult to be detected, but can use data encryption to protect against it.
Active attack has more methods. It mainly performance for various forms of denial of service
attacks, such as placing interference sources to interfere with the normal communication,
Consume a large amount of network resources on purpose which may lead to resource depletion of
network resources, etc. Most of the external attack can prevent through certification, in addition to
the network interference. For network interference can prevent by spread spectrum and frequency
hopping communication.
Internal attacks are mainly due to hijacked node. Hijacking node has some main types of
methods:
Aggressor can capture a sensor node directly and reprogrammed for it. Because sensor nodes
are usually unattended, so this method is simple and quick. However, this is not easy to capture
automatically, usually requires the attacker to reach the target site to complete it manually, but a
lot of sensor nodes are usually located in some place where human difficult or not suitable to
reach.
Attackers use some nodes which have more computing resources such as laptop computers to
attack sensors, destroy its security mechanism, embed malicious code, using this method, the
aggressor can hijack sensor nodes without physical contact and change in the location of node,
compared with the former method, this method need to spend more time to destroy the security
mechanisms.
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The attacker replace original sensor by fake nodes. After the attacker has captured sensor
node, he can get some important information such as key and node ID, with the help of these
information, the attacker can fake a large number of nodes, and scatter them to sabotage the
network.
Compared with the external attack, internal attack is more difficult to detect and prevent.
After internal node has be hijacked, the attacker may steal confidential information, report some
wrong information, destroy the normal routing or collude with other hijacked node to make all
kinds of disruptive behavior.

4.2 A Layered Attack and Defence

The architecture of wireless sensor network is shown in the Table 1, the analysis of the
hierarchical network structure is helpful to study the network security. Each layer of network will
suffer different kind of attack, some attacks involving multiple layers or even use the link between
two different levels. Layered attack and defense is shown in the following Table I.
Table I, Attacks on WSNs and Countermeasures
Layer
Physical

Attacks
Jamming

Link

Collision
Exhaustion
Unfairness

Network

Spoofed routing information
& selective forwarding
Sinkhole
Sybil
Wormhole
Hello Flood
Ack. flooding

Defence
Spread-spectrum, priority messages, lower duty
cycle, region mapping, mode change
Error-correction code
Rate limitation
Small frames
Egress filtering,
authentication, monitoring
Redundancy checking
Authentication, monitoring, redundancy
Authentication, probing
Authentication, packet leashes by using geographic
and temporal info
Authentication, bi-directional link authentication
verification

Flooding De-synchronization
Client puzzles Authentication
Transport
Source: Y. Wang, G. Attebury, and B. Ramamurthy, IEEE Communications
Surveys and Tutorials, Vol. 8, No. 2, pp. 2-23, 2006

5. WIRELESS SENSOR NETWORK SECURITY RESEARCH STATUS
There have been many researchers who were studying the security of wireless sensor network
with limited resources under the above background, and have achieved some results.

5.1 Key Management

Key management is the foundation of the realization of wireless sensor network security, also
is the kernel mechanisms to ensure security of network services and all kinds of application, WSN
resources have serious limitations, public key cryptography algorithm such as RSA is
computationally intensive, so it was considered not suitable for wireless sensor network, but in
recent years, research has shown that if researcher choose appropriate algorithm and parameters,
and optimize and reduce power consumption, public key cryptography algorithms can also be used
in wireless sensor networks[6,7,8]. For public key cryptography algorithm in the WSN applications,
the literatures at home and abroad mostly focus on the research and improvement of RSA and
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ECC algorithm. Relative to the public key cryptography, symmetric cryptography mechanism
have obvious advantages in computing speed and energy consumption, so there are many
researchers devote themselves to the application of symmetric cryptographic mechanisms in WSN.
In symmetrical cryptography mechanism, both communication sides use the same key for
encryption and decryption, as a result, the key distribution has always been a challenge in the
symmetric encryption. How to design a highly efficient and flexible key distribution scheme is
always the key point of research. Each has advantages and disadvantages of two kinds of
cryptography, in practical application, choose what kind of cryptographic algorithms depends on
the computing and communication ability of sensor nodes, so, in addition to the improvement of
cryptographic algorithm, improvement of hardware performance is necessary too. Work along
both lines, researcher can better ensure the safety of WSN.
Key management scheme can be divided into randomness and deterministic according to the
form of key generation; and it can be divided into centralized and decentralized according to the
organization form of network nodes. The classification of key management scheme is shown in
figure 1.
Key management protocols

Network structure

Centralized key
scheme

LKHW[9]

Distributed
key scheme

LEAP[10],BROSK[11],
CDTKeying[12],IOS/DMB
S[13],Random key
schemes[14-21]

Probability of keying

Probability key
scheme

Random key
schemes[14-21]

Deterministic
key scheme

LKHW[9],LEAP[10],
PIKE[22],
BROSK[11],
CDTKeying[12],
IOS/DMBS[13]

(Source: Y. Wang, G. Attebury, and B. Ramamurthy, IEEE
Communications Surveys and Tutorials, Vol. 8, No. 2, pp. 2-23, 2006)
Figure 1. A taxonomy of key management protocols in WSNs

The LEAP (Localized Encryption and Authentication Protocol) [10] suggested by Zhu is a
multi-key management protocol based on the symmetric cryptographic, each node has four keys:
one personal key shared with base station, a set of keys shared with all nodes, a pair of keys shared
with neighbors, and a cluster key shared with adjacent nodes in the same cluster used to broadcast
in cluster. The key management mechanism ensures that a node will not affect the other nodes
after being hijacked. In addition to LEAP, researchers also put forward PIKE, BROSK,
CDTKeying, E-G key management protocol etc.
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5.2 Secure Routing Protocol

Most routing protocols did not consider security problems when design, but there are many
attacks on the routing protocol as shown in Table 1, so the security of routing protocol is
important to ensure network data transfer smoothly. In the study of security routing protocol,
literature [23] put forward the security model of the sensor network routing and security goals for
the first time, and it summarized kinds of attacks on routing in wireless sensor network, it also
discussed the countermeasures to secure routing and matters need attention during the design,
however, this paper haven’t suggest any specific security protocols. A.Perriget al proposed a set of
security protocol suitable for sensor network: SPINS. SPINS is composed of two parts, the SNEP
(Secure Network Encryption Protocol) and μTESLA. SNEP can provide authentication, data
confidentiality, integrity and instantaneity. μTESLA can provide verifiable safe broadcasting
under the condition of the resource is very limited. We can use the SPINS to build high-level
security protocols.
In the literature [24], J. Deng et al proposes a new security routing protocol, namely INSENS
(Intrusion tolerant routing in wireless sensor networks), INSENS is a kind of sensor network
routing protocol which can tolerate attacks. Literature [25] proposes a security routing protocol
suitable for wireless sensor network data aggregation, including authorization mechanism,
establishment mechanism of lightweight Shared secret key, safety broadcast mechanism. Some
other literatures also have doing research of security aggregation. Such as B.Przydatek put forward
a new framework of data fusion security, which is suitable for large sensor network [26]. In
addition, there was researcher who puts forward the random routing policy SR (stochastic routing)
based on the research of complex system.

6. OUTLOOK
In addition to the above research, there are many studies dedicated to research of safety data
fusion technology and localization algorithm, and the research of various kinds of intrusion
detection and defense system. Computer network is a typical complex system, and because of
highly self-organization and flexibility, the characteristics of the complex system are more
obvious in wireless sensor network (WSN). In such a complex system, there are lots of factors
which are affecting the safe operation of the network, and they interact with each other, so when
researching all kinds of security problems, the researcher can’t to do only a single study with a
problem divided from the system, they must be studied in its entirety. Now with the rise of the
Internet of Things, the application of wireless sensor network is more and more widely, the
security problem is getting more and more attention, on the basis of research on individual
security, how to building complete security architecture should be working direction for all
researchers.
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