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Abstract:
Sequential data, such as mobility traces, DNA sequences, web browsing histories, 

and sensor data, is widely used in numerous real-world applications, including location-
based services and genome usage studies. However, direct analysis of the original 
sequential data can cause severe privacy leakage in people’s sensitive information, such 
as personal habits, medication history, and social relationships. Therefore, it is essential 
to protect an individual’s sequential data against inference attacks from a malicious 
adversary by perturbing the original data while maintaining certain data utility. The 
objective of this research proposal is to explore the privacy-utility trade-offs for 
analyzing two types of sequential data, i.e., mobility data and genome data, from an 
information-theoretic perspective. 

In particular, we present rigorous privacy definitions for sequential data based on 
information-theoretic metrics, formulate and solve the optimization problems to find 
the optimal privacy-utility trade-offs, and derive efficient privacy-preserving data release 
mechanisms via machine learning techniques. The optimal trade-offs are obtained 
through a deep reinforcement learning approach with known data priors and derived 
based on a data-driven approach with unknown data priors due to only limited data 
samples being accessible.


